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kiberSetevis saerTaSoriso 

samarTlebrivi gansazRvreba

xaTuna burkaZe 

biznesisa da teqnologiebis universiteti, profesori

referati. sainformacio da sakomunikacio teqnologiebis eraSi kompiute

ruli qselebis gamoyenebiT SesaZlebelia omis Tanamedrove formiT war

moeba. mzardi teqnologiuri miRwevebis Sedegad kiberTavdasxmis saxeebi 

ufro ixveweba da ikargeba kontroli informaciuli teqnologiebis in

frastruqturaze. saxelmwifoebs cifruli instrumentebis meSveobiTa da 

hakerTa jgufebis daxmarebiT SeuZliaT sxva saxelmwifoebis winaaRmdeg 

ganaxorcielon kiberSetevebi. aRniSnuli destruqciuli moqmedebebi zians 

ayeneben qveynis Tavdacvisunarianobas, usafrTxoebas, stabilurobas, ekono

mikur mdgradobas da aferxeben rogorc sajaro, aseve kerZo organizaci

ebis funqcionirebas. am mocemulobas kidev ufro metad arTulebs saer

TaSoriso aqtorebs Soris SeuTanxmebloba kiberSetevis  ganmartebasTan 

dakavSirebiT. miT ufro im fonze, rom dRes moqmedi saerTaSoriso samarT

lebrivi normebi uSualod ar exeba kiberTavdasxmebis sakiTxebis reguli

rebas. gaerTianebuli erebis organizaciis wesdeba gasul saukuneSi miiRes, 

rodesac dokumentis avtorebi ver ganWvretdnen  kibersivrcis Seqmnis pro

cess. Sesabamisad, statiis mizania kiberSetevis samarTlebrivi definiciis 

kvleva moqmedi saerTaSoriso normebis xelaxali ganmartebis safuZvelze. 

es ki mniSvnelovania imisaTvis, rom ganisazRvros kibersivrceSi axali nor

mebis ganviTarebisa da miRebis SesaZleblobebi da ganimartos saxelmwifos 

pasuxismgebliani kiberqceva.  

sakvanZo sityvebi: kiberSeteva, Zalis gamoyeneba, SeiaraRebuli Tavdasxma

Sesavali

kiberSeteva, rogorc Tavdasxmis axali kategoria gansxvavdeba tra

diciuli saomari moqmedebebisgan. kiberSetevebi, maTgan gansxvavebiT, 

SeiZleba ganxorcieldes mSvidobian periodSic. amasTanave, kiberSe

tevebis meSveobiT mizani miiRweva ara iaraRis, aramed kompiuteruli 

qselebis gamoyenebiTa da sistemaSi unebarTvod SeRweviT, monaceme

bis dazianebiT, ganadgurebiT an manipulirebiT. aseve, kibersivrcidan 

momdinare safrTxe ar aris SezRuduli konkretuli politikuri da 
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geografiuli sazRvrebiT1. es ki kiberTavdasxmis iniciatorsa da Sem

srulebels aZlevs SesaZleblobas anonimurad darCes. mowinaaRmdegis 

identificirebis sirTule Tavdamsxmel saxelmwifos msxverpli sa

xelmwifos winaaRmdeg meti damazianebeli moqmedebebis ganxorciele

bisaTvis sivrces utovebs, rac arTulebs droulad agresoris gamov

lenasa da saTanado reagirebas. 

2007  wels estoneTisa da 2008 wels saqarTvelos winaaRmdeg ganxor

cielebulma kiberSetevebma TvalsaCino gaxada kiberTavdacviTi Se

saZleblobebis ganviTarebis aucilebloba. estoneTisgan gansxvavebiT 

2008 wlis agvistoSi ruseTis federaciam saqarTvelos winaaRmdeg ki

berSetevebi tradiciuli saomari moqmedebebis paralelurad ganaxor

ciela. kibergamowvevebis winaSe saqarTvelo dgas dRemde, gansakuTre

biT unda gamovyoT 2019 wlis 28 oqtombers ruseTis mier saqarTvelos 

winaaRmdeg ganxorcielebuli farTomasStabiani kiberSeteva, romelic 

gulisxmobda saqarTvelos kritikuli infrastruqturisaTvis zia

nis miyenebas kvlav.  saboloo jamSi, aRniSnuli kiberSetevis miza

ni iyo saqarTvelos erovnuli usafrTxoebis xelyofa, sazogadoebaSi 

mRelvarebis daTesva da saqarTvelos mosaxleobisTvis zianis miyene

ba sxvadasxva organizaciis, maT Soris saxelisuflebo struqturebis 

funqcionirebis SeferxebiT. 

SeiZleba iTqvas, rom sainformacio teqnologiebis eraSi saxelmwifo

Ta  erovnuli usafrTxoebis politika fokusirebulia kibersivrceSi 

sakuTari interesebis dacvaze. radgan kibersivrce ar aris Semofarg

luli konkretuli sazRvrebiT, es mis Tanmdev gamowvevebs masStabur 

xasiaTs sZens. kiberSetevebis buneba moiTxovs, moqmedi saerTaSoriso 

samarTlebrivi CarCos analizis Sedegad, im tendenciebis gamokveTas, 

romelTa gaTvaliswinebiT saxelmwifoebi SeZleben aRniSnul Tav

dasxmebze efeqtian reagirebas da saxelmwifo interesebis dacvas. am 

tipis precedentebs prevenciuli mniSvnelobac eqnebaT kiberSeteve

bis Sesamcireblad. sakiTxis aqtualobas ganapirobebs isic, rom ar 

arsebobs saerTaSoriso xelSekruleba, romelic uSualod daaregu

lirebs kiberSetevebisa da kiberomis saerTaSoriso samarTlebriv 

sakiTxebs. erTaderTi saerTaSoriso samarTlebrivi dokumentia ev

rosabWos farglebSi miRebuli konvencia „kiberdanaSaulis Sesaxeb“2. 
Tumca es konvencia kibersivrceSi momxdar darRvevebs ganixilavs 

sisxlis samarTlis konteqstSi da igi ar exeba kiberSetevebs, ro

gorc omis warmoebis erT-erT formas.

1. Michael Schmitt, „Computer Network Attack and the Use of Force in International Law: Thoughts on a Normative 
Framework“, 37 Columbia Journal of Transnational Law, (1998-1999), 888.

2. Convention on Cybercrime, Budapest, 23.XI.2001, Council of Europe, https://rm.coe.int/1680081561 (Accessed April 
23, 2022).
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kiberSetevebis konteqstSi 

saerTaSoriso samarTalSi Zalis 

gamoyenebis definicia

cifrul epoqaSi imis sakvlevad, Tu ramdenad SeiZleba kiberSeteva  Za

lis gamoyenebas utoldebodes, mniSvnelovania Zalis gamoyenebis cne

bis ZiriTad elementebSi garkveva. saerTaSoriso mSvidobisa da usaf

rTxoebis uzrunvelsayofad saxelmwifoebi SeTanxmdnen uari eTqvaT 

Zalis gamoyenebis monopolizaciisgan da misi gamoyeneba daeSvaT mxo

lod gamonaklis SemTxvevebSi. 

Zalis gamoyenebis  Tanamedrove saerTaSoriso samarTlebrivi ganmar

teba efuZneba gaerTianebuli erebis organizaciis wesdebas. dokumen

tis avtorebs surdaT aekrZalaT Zalis gamoyeneba, Tumca, imavdroulad, 

gaiTvaliswines garkveuli gamonaklisi SemTxvevebi.

gaeros Seqmnis erT-erTi mizani iyo me-20 saukuneSi saerTaSoriso 

samarTlis modernizeba. liderebma gadawyvites SeeqmnaT iseTi sis

tema, romelic daefuZneboda saerTaSoriso xelSekrulebebiT nakisri 

valdebulebebis pativiscemas da saerTaSoriso normebis dacvas3. maTi 

TvalTaxedviT, es aucilebeli iyo momavali Taobebis axali msoflio 

omisgan dasacavad. 

Zalis gamoyenebisa da konfliqtis Tanamedrove samarTlebrivi re

gulireba iwyeba gaeros wesdebiT da gansakuTrebiT am wesdebis me-2 

muxlis me-4  punqtiT4, romlis Tanaxmad, gaerTianebuli erebis organi

zaciis yvela wevri saxelmwifo Tavs ikavebs saerTaSoriso urTier

TobebSi muqaris an Zalis gamoyenebisagan nebismieri saxelmwifos teri

toriuli mTlianobis da politikuri damoukideblobis winaaRmdeg, an 

nebismieri sxva formiT, romelic ewinaaRmdegeba gaeros miznebs5. 

gaeros wesdebis me-2 muxlis me-4  punqtis formulirebidan Cans, rom 

dokumentis avtorebma omis nacvlad ufro farTo termini Zalis gamo

yeneba airCies. omi konkretul viTarebaze miuTiTebs, romelic, rogorc 

wesi, omis gamocxadebiT iwyeba da zavis dadebiT mTavrdeba.   omis zo

gadad akrZalvis pirobebSi saxelmwifoebi am terminis nacvlad iye

nebdnen sxva terminebs, maT Soris samxedro operacias, raTa SeeqmnaT 

aRqma imisa, rom omis amkrZalav normebs ar arRvevdnen. Sesabamisad, sa

erTaSoriso praqtikis gaTvaliswinebiT aucilebeli iyo ganzogadebu

3. Charter of the United Nations, http://wwwupdate.un.org/en/documents/charter/intro.shtml (Accessed April 23, 2022).
4. Matthew C. Waxman, „Cyber Attacks as Force under UN Charter Article 2(4)“, 87 International Law Studies Series, US 

Naval War College, 44 (2011).
5. See supra note 3.
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li cnebis damkvidreba. amdenad, Zalis gamoyenebis termini aerTianebs 

yvela Zalismier moqmedebas, dawyebuli tradiciuli omiT da damTav

rebuli sasazRvro incidentiT. dRes Zalis gamoyenebis akrZalvis wesi 

ar aris damokidebuli imaze, Tu saxelmwifo  ra tipis saxelwodebas 

mianiWebs upiratesobas samxedro konfliqtis dros mis mier ganxorci

elebuli destruqciuli moqmedebebis gamosaxatad6.  metic, gaeros mar
Tlmsajulebis saerTaSoriso sasamarTlom „nikaraguas saqmeSi“ uari 

Tqva Zalis gamoyenebis viwro interpretaciaze. kerZod, marTlmsaju

lebis saerTaSoriso sasamarTlom daadgina, rom saxelmwifos mier 

partizanuli Zalebis SeiaraReba da gawvrTna sxva saxelmwifos wina

aRmdeg Zalismier moqmedebebSi CasarTavad niSnavs Zalis gamoyenebas7. 

amasTanave, unda aRiniSnos, rom nebismieri aramegobruli moqmedeba ar 

aRwevs Zalis gamoyenebis zRurbls. meore mxriv, „nikaraguas saqmeSi“  

gaeros marTlmsajulebis sasamarTlom miuTiTa, rom partizanuli Za

lebis dafinanseba ar warmoadgens im tipis moqmedebas, romelic uTanab

rdeba Zalis gamoyenebas. es ki imas niSnavs, rom kiberoperaciebis ganma

xorcielebeli jgufebis dafinanseba ar SeiZleba CaiTvalos Zalis ga

moyenebad8. aseve, aRsaniSnavia, rom gaeros wesdebis avtorebma uari Tqves 
Zalis gamoyenebis cnebaSi ekonomikuri iZulebis zomebis moazrebaze. 

Sesabamisad, kiberoperacia, romelic miznad isaxavs sxva saxelmwifoze 

ekonomikur zemoqmedebas, ver aRwevs Zalis gamoyenebis zRurbls9.

rogorc kibersivrceSi, aseve mis farglebs gareT ama Tu im moqmedebis 

Zalis gamoyenebad miCnevisaTvis saWiroa iseTi faqtorebis gaTvalis

wineba, rogorebicaa: RonisZiebis konteqsti; subieqti, romelmac da

gegma moqmedeba; samizne; mdebareoba; ganzraxva da Sedegi10. am faqtob
rivi garemoebebis mxedvelobaSi miRebis safuZvelze, Tu kiberSetevam 

miaRwia Zalismieri moqmedebis im dones, romelic uTanabrdeba Zalis 

gamoyenebas, SesaZloa iTqvas, rom gaeros wesdebis me-2 muxlis me-4  

punqti vrceldeba kibersivrceze. miT ufro, rom aRniSnuli dokumen

ti ar gvTavazobs Zalis gamoyenebis definicias. saerTaSoriso praq

tikis analizi ki mianiSnebs, rom Zalis gamoyeneba ar Semoifargleba 

mxolod erTi tipis Zalismieri meTodebiT da  aerTianebs  kinetikur, 

arakinetikur, regularul, araregularul saSualebebs. kiberZalis ga

6. René Värk, „The Use of Force in the Modern World: Recent Developments and Legal Regulation of the Use of Force“, 
2 Baltic Defense Review, 29-30 (2003).

7. Michael N. Schmitt, „The Law of Cyber Warfare: Quo Vadis?“, 25 Stanford Law & Policy Review, (Spring, 2014), 279, 
280.

8. Id., 280.
9. Id.
10. Antonia Chayes, „Rethinking Warfare: The Ambiguity of Cyber Attacks“, 6 Harvard National Security Journal,  (2015), 

507.
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moyeneba ki ra SemTxvevaSi CaiTvleba kanonierad an kanongareSed es 

damokidebulia imaze, Tu rogor ganvmartavT moqmed saerTaSoriso 

normebs, romlebic Zalis gamoyenebis gamonaklisi SemTxvevebis farg

lebs adgenen. 

Zalis gamoyenebis saerTaSoriso samarTlebrivi 

regulireba gaeros wesdebisa da Crdiloatlantikuri 

xelSekrulebis mixedviT

gaeros wesdeba, romelic gansazRvravs saxelmwifoTa urTierTobebis 

mTavar wesebs, da Crdiloatlantikuri xelSekruleba, natos sadamfuZ

neblo dokumenti, miiRes 1945 da 1949 wlebSi. im periodSi globaluri 

da regionaluri sistemebis mier kibersivrcis sakiTxebis gaTvalis

wineba, bunebrivia, ver moxdeboda, radgan is momavlis sakiTxs warmo

adgenda. miuxedavad amisa, mzardi kiberSetevebis fonze,  moqmedi saer

TaSoriso samarTlebrivi normebis ganmartebis aucilebloba dadga 

dRis wesrigSi, raTa saxelmwifoebma saTanadod SeZlon cifrul rea

lobasTan adaptireba.  am TvalsazrisiT 2013 wels gaeros samTavrobo 

eqspertTa jgufma gamoaqveyna misi mesame angariSi, romlis Tanaxmad 

gaeros wesdeba cifrul sivrceze vrceldeba11. 

rac Seexeba Crdiloatlantikuri xelSekrulebis organizaciis pozi

cias saerTaSoriso samarTlisa da kibersivrcis urTierTmimarTebis 

Sesaxeb, 2014  wlis 4-5 seqtembers gamarTul uelsis samitze miRebuli 

deklaraciis mixedviT, aliansis wevri qveynebi SeTanxmdnen, rom moq

medi saerTaSoriso samarTali, maT Soris gaeros wesdeba da saer

TaSoriso humanitaruli samarTali, gamoiyeneba kibersivrceSi. maTi 

TvalTaxedviT, kiberSetevas SeuZlia miaRwios iseT zRurbls, romli

Tac safrTxes Seuqmnis erovnul da evroatlantikur usafrTxoebas. 

is iwvevs iseTive destruqciul Sedegebs Tanamedrove sazogadoebe

bisaTvis, rogorc konvenciuri Setevebi. Sesabamisad, natos liderebi 

Tanxmdebian, rom kiberTavdacva warmoadgens maTi koleqtiuri Tav

dacvis mniSvnelovan komponents12. metic, uelsis samitis deklaraciis 

miRebamde natos kiberTavdacvis centrma estoneTSi 2009 wels daiwyo 

saerTaSoriso kvleviTi proeqtis ganxorcieleba. proeqtis mizani iyo 

moqmedi saerTaSoriso normebis safuZvelze kiberSetevebTan da kibe

11. Back to Square One? The NATO Cooperative Cyber Defense Center of Excellence, https://ccdcoe.org/back-square-one-
fifth-un-gge-fails-submit-conclusive-report-un-general-assembly.html (Accessed April 26, 2022).

12. The Wales Summit Declaration issued by the Heads of State and Government participating in the meeting of the North 
Atlantic Council in Wales, September 4-5, 2014, https://www.nato.int/cps/ic/natohq/official_texts_112964.htm (Ac-
cessed April 26, 2022).
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roperaciebTan dakavSirebuli sakiTxebis analizi. 2013 da 2017  wlebSi 

gamocemuli talinis saxelmZRvaneloebi13 exeba saerTaSoriso eqsper

tebis xedvas imis Taobaze, Tu rogor unda gamoiyenon saxelmwifoebma 

moqmedi normebi kibersivrceSi. 

gaeros wesdebis Tanaxmad, uSiSroebis sabWo pasuxismgebelia sa

erTaSoriso mSvidobisa da usafrTxoebis dacvaze. es mandati mas 

aZlevs diskreciul uflebamosilebas, gansazRvros ra tipis moq

medebebi uqmnian safrTxes saerTaSoriso mSvidobas. saerTaSoriso 

mSvidobisaTvis safrTxis Seqmnis an misi xelyofis SemTxvevebSi 

uSiSroebis sabWo, rogorc wesi, iRebs gadawyvetilebebs im zomebis 

miRebis Sesaxeb, romlebic aucilebelia mSvidobis uzrunvelsayo

fad. am RonisZiebebs Soris moiazreba safrTxis Semqmnel, agresor 

saxelmwifosTan ekonomikuri urTierTobebis srulad an nawilobriv 

gawyveta, sarkinigzo, sazRvao, sahaero, safosto da sxva saxis komuni

kaciisa da diplomatiuri urTierTobebis Sewyveta14. Tu uSiSroebis 

sabWo miiCnevs, rom aRniSnuli zomebi ar aris sakmarisi mSvidobis 

dasacavad, gaeros wesdebis 42-e muxlis Tanaxmad, mas SeuZlia  gae

ros wevr saxelmwifoebs miuTiTos sahaero, sazRvao da saxmeleTo 

Zalebis gamoyenebisaken15. saerTaSoriso eqspertTa jgufis azriT, 

nebismieri moqmedeba, romelic aRniSnuli wesis gaTvaliswinebiT 

xorcieldeba, SeiZleba gulisxmobdes kiberSesaZleblobebis gamo

yenebas, an maT winaaRmdeg iyos mimarTuli16. koleqtiuri usafrTxoe

bis operaciaSi SeiZleba CaerTos gaeros yvela wevri an garkveuli 

nawili uSiSroebis sabWos mier miRebuli gadawyvetilebis Sesabami

sad. amdenad, saerTaSoriso mSvidobisaTvis safrTxis Seqmna an misi 

xelyofa warmoadgens im gamonaklis SemTxvevebs, romelTa drosac, 

aucileblobidan gamomdinare, uSiSroebis sabWos gadawyvetilebis 

safuZvelze, saxelmwifoebs SeuZliaT gamoiyenon Zala mSvidobisa 

da usafrTxoebis uzrunvelsayofad. 

gaeros wesdebis 51-e muxli ki Zalis gamoyenebis meore gamonaklis 

SemTxvevas exeba. aRniSnuli muxlis mixedviT, gaeros wevr saxel

mwifos aqvs individualuri an koleqtiuri Tavdacvis ufleba mis 

winaaRmdeg ganxorcielebuli SeiaraRebuli Tavdasxmis SemTxvevaSi, 

vidre uSiSroebis sabWo ar miiRebs zomebs saerTaSoriso mSvidobisa 

13. The Tallinn Manual, The NATO Cooperative Cyber Defence Centre of Excellence,  https://ccdcoe.org/research/tallinn-
manual/(Accessed April 26, 2022).

14. See supra note 3, 5.
15. Id.
16. Tallinn Manual 1.0 on the International Law Applicable to Cyber Warfare, (Michael N. Schmitt, ed.), Cambridge Uni-

versity Press, (2013), 71.
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da usafrTxoebis dasacavad17. saerTaSoriso CveulebiTi samarTlis 

Tanaxmad, SeiaraRebul Tavdasxmaze pasuxi unda iyos aucilebeli da 

proporciuli18. amasTanave, arsebobs mesame kriteriumic, rac gulisx

mobs reagirebis droulobas, anu iseTi viTarebis arsebobas, rodesac 

myisieri moqmedeba gardauvalia19. proporciuloba ki niSnavs Tanabar

zomiriebis principis dacviT Setevis mogeriebas, anu saxelmwifom ar 

unda gamoiyenos imaze meti Zala, rac sWirdeba miznis misaRwevad20. 
rac Seexeba aucileblobis kriteriumis dacvas, is saxelmwifosgan 

moiTxovs imis demonstrirebas, rom man Tavdasxmis, maT Soris kiber

Setevis Sesakaveblad mimarTa yvela mSvidobian formas politikuri, 

diplomatiuri, ekonomikuri da sxva instrumentebis gamoyenebiT, Tumca 

ver miaRwia mizans da Zalis gamoyeneba rCeba erTaderT saSualebad 

Tavdasxmis SesaCereblad. amdenad, kiberSetevis winaaRmdeg ganxorci

elebuli TavdacviTi operacia aucileblobis, proporciulobisa da 

droulobis kriteriumebTan SesabamisobaSi unda iyos. 

rac Seexeba koleqtiur Tavdacvas, am TvalsazrisiT mniSvnelovania 

Crdiloatlantikuri xelSekrulebis organizaciis me-5 muxlis gan

xilva. me-5 muxlis mixedviT, natos wevri qveynebi Tanxmdebian, rom Tav

dasxma aliansis erTi an meti wevri saxelmwifos winaaRmdeg ganixi

leba Tavdasxmad yvela maTganze21. natos uelsis samitis deklaraciis 

Tanaxmad, Crdiloatlantikuri sabWo kiberSetevebis ganxorcielebisas 

me-5 muxlis gamoyenebis Sesaxeb gadawyvetilebas miiRebs calkeuli 

SemTxvevis analizis safuZvelze22. erTi mxriv, es niSnavs imas, rom Za

lis gamoyenebis gamonaklis SemTxvevebTan dakavSirebuli saerTaSo

riso samarTlebrivi normebi vrceldeba kiberSetevebze. meore mxriv 

ki, ar aris mkafiod gansazRvruli, Tu ra SemTxvevebSi SeiZleba me-5 

muxlis amoqmedeba kiberSetevebis SesaCereblad da es damokidebulia 

calkeuli faqtobrivi garemoebebis im erTobliobaze, romlebic lide

rebs daarwmuneben koleqtiuri TavdacviTi operaciis ganxorcielebis 

saWiroebaSi. amavdroulad, unda iyos gaTvaliswinebuli gaeros wesde

bis 51-e muxliTa da saerTaSoriso CveulebiTi samarTliT dadgenili 

farglebi Zalis gamoyenebisas. 

Zalis gamoyenebis saerTaSoriso samarTlebrivi regulirebis anali

17. See supra note 3, 5, 14.
18. Case Concerning Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. the United States of 

America), 1986, http://www.icj-cij.org/docket/ index.php (Accessed April 28, 2022).
19.  Michael N. Schmitt, Preemptive Strategies in International Law, Michigan Journal of International Law, (2003), 55.
20.  Id.
21.  Founding Treaty – the North Atlantic Treaty, April 4, 1949, https://www.nato.int/cps/en/natohq/topics_67656.htm  (Ac-

cessed April 29, 2022).
22.  See supra note 12.
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zis Sedegad, SeiZleba iTqvas, rom kiberZalis gamoyeneba CaiTvleba  

ukanonod, Tu misi gamoyeneba ar Seesabameba moqmedi saerTaSoriso 

samarTliT dadgenil gamonaklis SemTxvevebsa da kriteriumebs. ker

Zod, kiberoperaciis ganxorcieleba SesaZlebelia individualuri da 

koleqtiuri Tavdacvis farglebSi da uSiSroebis sabWos mier mSvido

bisaTvis safrTxis Seqmnis an xelyofis dros miRebuli gadawyvetile

bis safuZvelze, koleqtiuri usafrTxoebis uzrunvelyofis  zomebis 

ganxorcielebisas. 

kiberSetevis, rogorc Tavdasxmis 

axali saxis ganmarteba

Zalis gamoyenebis gamonaklisi SemTxvevebis saerTaSoriso samarTleb

rivi farglebis analizis Sedegad unda iTqvas, rom individualuri 

an koleqtiuri Tavdacvis uflebis gamoyenebis saerTaSoriso samarT

lebrivi safuZvelia SeiaraRebuli Tavdasxma. mkvlevrebi Tanxmdebian, 

rom am konteqstSi SeiaraRebuli Tavdasxma gulisxmobs aqtiur moqme

debas, vidre aseTi moqmedebis ganxorcielebis safrTxes23. 

miuxedavad imisa, rom gaeros wesdebis 51-e muxli gansazRvravs Tav

dacviTi uflebis ganxorcielebis safuZvels, is ar ganmartavs Seia

raRebul Tavdasxmas. dokumenti ar exeba im kriteriumebis dadgenas, 

romlis drosac moqmedeba Tavdasxmis zRurbls aRwevs. 2013 wlis ta

linis saxelmZRvanelos avtorebis ‒ saerTaSoriso eqspertTa jgufis 

interpretaciiT Setevis SeiaraRebul Tavdasxmad miCnevis kritikuli 

elementia aRniSnuli moqmedebis gavlenis masStabi. talinis saxelm

ZRvanelos me-13 wesi saxelwodebiT: „Tavdacva SeiaraRebuli Tavdas

xmis winaaRmdeg“ miuTiTebs, rom saxelmwifo, romelic gaxda samizne 

SeiaraRebuli Tavdasxmis tolfasi kiberoperaciisa, aqvs Tavdacvis 

ufleba. praqtikaSi Setevis masStabi da Sedegi gansazRvravs ramdenad 

miaRwia operaciam SeiaraRebuli Tavdasxmis niSnuls24. am Tvalsazri

siT sayuradReboa, rom gaeros marTlmsajulebis saerTaSoriso sasa

marTlo „nikaraguas saqmeSi“ ganmartavs, rom masStabisa da Sedegis 

kriteriumebi Tvisebrivi, raodenobrivi elementebia, romlebic xels 

uwyoben SeiaraRebuli Tavdasxmis diferencirebas ubralo sasazRvro 

incidentebisgan25.

23.  Yoram Dinstein, War, Aggression and Self-Defense, Fourth Edition, Cambridge University Press, (2005), 165-169.
24.  Kosmas Pipyros, Christos Thraskias, Lilian Mitrou, Dimitris Gritzalis, Theodoros Apostolopoulos, “A new strategy for 

improving cyber-attacks evaluation in the context of Tallinn Manual”, 74 Computers and Security, (2018), 375.
25.  Id., at 376.
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SeiaraRebuli Tavdasxmis Sedegebis gaTvaliswinebiT niSandoblivia 

talinis saxelmZRvanelos avtorebis mier kiberSetevasTan dakavSi

rebiT SemuSavebuli ganmarteba. aRniSnuli dokumentis 30-e wesis 

mixedviT, kiberTavdasxma aris kiberoperacia, romelic aerTianebs ro

gorc SeteviT, aseve TavdacviT operaciebs da iwvevs pirovnebebis sxe

ulis dazianebas, gardacvalebas an sagnebis gafuWebas, ganadgurebas26. 
aRniSnuli definicia mianiSnebs imaze, rom kiberoperaciis Sedegad 

miyenebuli  ziani unda iyos iseTi, rogorsac miiRebdnen tradiciuli 

sazRvao, saxmeleTo da sahaero Zalebis gamoyenebis dros. seriozuli 

danakargebis  gamowvevis gareSe kiberSeteva ver CaiTvleba Tavdasx

mis axal saxed, romelic warmoSobs gaeros wesdebis 51-e an Crdilo

atlantikuri xelSekrulebis me-5 muxlebis amoqmedebis safuZvlebs27. 

kibersivrcis sazRvrebs gareSe funqcionireba kiberSetevebis ganma

xorcielebel aqtorTa raodenobas zrdis. saerTaSoriso samarTleb

rivi TvalsazrisiTac gaeros wesdebis 51-e muxli ar akonkretebs sa

xelmwifos winaaRmdeg mimarTuli Tavdasxmis ganmaxorcielebeli su

bieqti vin SeiZleba iyos, rac ar gamoricxavs arasaxelmwifoebrivi 

aqtoris mierac ama Tu im qveynis winaaRmdeg Setevis SesaZleblobas 

sxva saxelmwifos teritoriidan. am konteqstSi profesori maikl Smi

ti aRniSnavs, rom momavali kiberoperaciebi Secvlian gaeros marTlm

sajulebis saerTaSoriso sasamarTlos viwro interpretacias Setevis 

ganmaxorcielebel aqtorTan dakavSirebiT. arasaxelmwifoebrivi su

bieqtebisaTvis kibersivrce warmoadgens im domeins, sadac ufro advi

ladaa SesaZlebeli SeteviTi operaciebis warmoebisaTvis Sesabamisi 

saSualebebis mopoveba28. 

SeiZleba iTqvas, rom kiberSeteva warmoadgens iseT Tavdasxmas, rome

lic kompiuteruli qselebis SesaZleblobebis gamoyenebiT ukanonod 

kritikul informaciul sistemebSi aRwevs da  maTi funqcionirebis 

SeferxebiT, sxvagvari manipulaciebiT qveynis TavdacvisaTvis, usaf

rTxoebisaTvis, ganviTarebis procesisaTvis, sazogadoebisaTvis iseTi 

arsebiTi zianis miyeneba SeuZlia, romliTac konvenciur operacias 

utoldeba. metic, kibersivrcis bunebidan gamomdinare, erT saxelmwi

fos meore saxelmwifos winaaRmdeg aRniSnuli Setevis ganxorciele

bisas aqvs SesaZlebloba, darCes anonimur mowinaaRmdeged da hakerTa  

jgufis meSveobiT tradiciuli saomari moqmedebebis dawyebis gareSe 

miayenos ziani. 

26.  See supra note 16, 106.
27.	 See supra note 10, 482.
28.	 See supra note 7, 287.
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daskvna

sainformacio da sakomunikacio teqnologiebma Secvales ara mxolod 

omis warmoebis formebi, aramed xeli Seuwyves SeiaraRebuli Tavdasx

mis xelaxal interpretacias. moqmedi saerTaSoriso samarTlis nor

mebi, maT Soris gaeros wesdeba da Crdiloatlantikuri xelSekruleba 

gamoiyeneba kiberSetevebTan mimarTebiT, radgan maT SeuZliaT Seuqmnan 

safrTxe saxelmwifoTa erovnul usafrTxoebas da iseTive ziani mou

tanon qveynebs, maT sazogadoebebs, rogorc konvenciurma Setevebma. 

kiberSetevis saerTaSoriso samarTlebriv gansazRvrebaze saubrisas, 

gaeros wesdebis 51-e da Crdiloatlantikuri xelSekrulebis me-5 mux

lebis safuZvelze, ramdenime parametris gamoyofa mizanSewonilia. 

pirvel rigSi, aRniSnuli muxlebis Tanaxmad, SeiaraRebuli Tavdasx

ma aris safuZveli dazaralebuli saxelmwifos mier individualuri 

da koleqtiuri TavdacviTi meqanizmebis asamoqmedeblad. meore rigSi, 

kiberSetevis destruqciuli buneba iZleva imis Tqmis SesaZleblobas, 

rom am tipis qmedebas SeuZlia miaRwios SeiaraRebuli Tavdasxmis 

zRurbls. swored am konteqstSi talinis saxelmZRvanelos interpre

taciis Sedegad aRsaniSnavia, rom Tu kiberTavdasxma iwvevs adamianebis 

janmrTelobisaTvis arsebiTi zianis miyenebas,  maT gardacvalebas an 

sagnebis ise gafuWebas, ganadgurebas, romliTac ferxdeba saxelmwi

fos normaluri funqcionireba, warmoadgens SeiaraRebul Tavdasxmas, 

anu Zalis gamoyenebis yvelaze mZime formas uTanabrdeba.  mesame rig

Si, kiberSeteva ar SeiZleba iyos Semofargluli mxolod saxelmwifo 

aqtoriT. kiberTavdasxmis ganmaxorcielebelia rogorc saxelmwifo, 

aseve arasaxelmwifoebrivi aqtori. miT ufro, rom gaeros wesdebis 51-e 

muxli ar awesebs SezRudvas imasTan dakavSirebiT, rom Seteva xorci

eldeba mxolod erTi saxelmwifos mier sxva saxelmwifos winaaRmdeg. 

cifruli teqnologiebis miRwevebi arasaxelmwifoebriv warmonaqmnebs 

aZlevs SesaZleblobas Seqmnan SeteviTi kiberinstrumentebi. am saSua

lebebis gamoyenebiT saxelmwifoebs an arasaxelmwifoebriv aqtorebs 

ucxo qveynis teritoriidan SeuZliaT  gamoiwvion konvenciur opera

ciebze aranaklebi ziani fizikurad sazRvrebis gadakveTis gareSe. 

sayuradReboa, rom talinis saxelmZRvaneloebi ar warmoadgens saval

debulo Zalis mqone dokumentebs. isini mxolod uzrunvelyofs moq

medi saerTaSoriso samarTlebrivi normebis xelaxal interpretacias. 

Sesabamisad, rogorc globalur, aseve regionalur formatebSi auci

lebelia saxelmwifoebs Soris  aqtiuri diskusiebis warmarTva kiber

sivrcis saerTaSoriso samarTlebrivi aspeqtebis orazrovnebis  aRmo

safxvrelad. realisturi TvalTaxedviT bundovaneba SesaZloa stra

tegiulad xelsayreli iyos garkveuli saxelmwifoebisaTvis SeteviTi 



73

#2

2022, ivlisi. JULY JOURNAL   IUSTITIA
Jurnali iusticia

axali operaciebis gansaxorcieleblad da cifrul sivrceSi anonimur 

moTaSed dasarCenad. am tipis qmedebebis Tavidan asacileblad aucile

belia axali saerTaSoriso reJimis ‒ saerTaSoriso kiberreJimis Seqmna, 
romelic gansazRvravs saxelmwifoTa pasuxismgeblian qcevasTan dakav

Sirebul wesebs kibersivrceSi da axali normebis xelmyofTaTvis daad

gens Sesabamis saerTaSoriso samarTlebrivi pasuxismgeblobis saxeebs. 

es procesi xels Seuwyobs kibersivrcis usafrTxoebis uzrunvelyofas 

da saxelmwifoTa kritikuli informaciuli sistemebis dacvas. 

gamoyenebuli literatura

1. 	 Antonia Chayes. „Rethinking Warfare: The Ambiguity of Cyber Attacks“. Harvard National Se
curity Journal, (2015). 

2. 	 Back to Square One? The NATO Cooperative Cyber Defence Centre of Excellence, https://ccdcoe.
org/back-square-one-fifth-un-gge-fails-submit-conclusivereport-un-general-assembly.html.

3. 	 Case Concerning Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. the 
United States of America), 1986, http://www.icjcij.org/docket/ index.php. 

4. 	 Charter of the United Nations, http://wwwupdate.un.org/en/documents/charter/intro.shtml. 

5. 	 Founding Treaty – the North Atlantic Treaty, April 4, 1949, https://www.nato.int/cps/en/natohq/
topics_67656.htm. 

6. 	 Kosmas Pipyros. Christos Thraskias. Lilian Mitrou. Dimitris Gritzalis. Theodoros Apostolopoulos. 
„A New Strategy for Improving Cyber Attacks Evaluation in the Context of Tallinn Manual.“ 74 
Computers and Security, (2018). 

7. 	 Matthew C. Waxman. “Cyber Attacks as Force under the U.N. Charter Article 2(4).“ 87 
International Law Studies Series, the U.S. Naval War College, (2011). 

8. 	 Michael Schmitt. “Computer Network Attack and the Use of Force in International Law: Thoughts 
on a Normative Framework.” Columbia Journal of Transnational Law, Volume 37, (1998-1999). 

9. 	 Michael N. Schmitt. “Preemptive Strategies in International Law.” Michigan Journal of 
International Law, (2003).

10. 	Michael N. Schmitt. “The Law of Cyber Warfare: Quo Vadis?” 25 Stanford Law & Policy Revi
ew, (Spring, 2014). 

11. 	René Värk. “The Use of Force in the Modern World: Recent Developments and Legal Regulati
on of the Use of Force.” Baltic Defence Review No. 10, Volume 2, (2003). 

12. 	Tallinn Manual 1.0 on the International Law Applicable to Cyber Warfare, (Michael N. Schmitt, 
ed.), Cambridge University Press, (2013). 

13. 	The Wales Summit Declaration issued by the Heads of State and Government participating in 
the meeting of the North Atlantic Council in Wales, September 4-5, 2014, https://www.nato.int/
cps/ic/natohq/official_texts_112964.htm. 

14. 	Yoram Dinstein. War, Aggression, and Self-Defence. The Fourth Edition, Cambridge University 
Press, (2005).


